At Motional Online Sofoty, we bofiove in empowering parents, corors ond trustod oduits with the information to hold an informed conversation obout online safety with thelr children, shauld thoy
ool it is needsd. This gulde focusoes on one issus of many which we belicve trustod odults should boe awdro of. Plsose visit wweaL notionolenlinesafety.com for furthor guides, hints and tips for adults.
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~ Clickjacking for fake rewards

Here, the attac ker tries tolure you into
clickinga link by offering something in
return, such o= a free gift for completinga
survey. Howewver, when the link is c:l'u::hz-g_. it
collectathe detoils of whoewer fills out the
survey. This might include full nomes,
addresse s, phone numbers and email
addresses. Scommears coulduse these to
hock into your other occounts or simphy sall
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I.-'f On any social media platform, you'll often come across links to genuine-looking websites. They might include an exclusive ofFer For
\f'_ one of your Favourite shops or invite you to complete a quiz in return For a particular reward. In some cases, clicking on these links
takes you to a fake website where you are asked to provide your personal details. The whole enterprise is a ploy to capture sensitive
| details, such as your email address and password, which the scammers then exploit at your expense. -
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your data to other criminails. »

Malicious app downloads

Some cybee reri mina s design software that
appears genuine or helpful (ond is normally
free) but Aas beencreated to steal your
personal information. There moy bea
pop-up od encouraging you to downlood
andinstoll the opp. Once the appis

downlooded, the attac ker con see any
B_Ier sonal credentiols youenter, and could

‘Payment First’ scams

Prevalant an sites such as Depop, these
scoms hove spread to Focebook since it
addedthe Morketploce feature. A user lists
aniternfor sole and request s et L
front. Most anfine stores work this way, but

the crucial difference is thot scommears osk
fior payment via Pal friends and fomity -
not goods ond services. This means you can't
dispute the poyment the scomimer kes I
your maney,and you never recehe the item. |

en use thisinfarmation for their own gain. ) 3 %

Threats disguised as quizzes

Most quizzes on social media seem
harmiless, but rmamy corme with hidden
threats. When you submit your answers,
you‘re also agreeing to termms and conditions
which - in sorme coses —allow the guiz
developer to sell your detoils toth irg-lp-crti&a.
This puts you at greater risk of phishing
attocks and spom advertising emails. It
might also give the app permission to use
information from your profile. f
>

Untrustworthy URLs

Using a foke corporote socia media

ac count, the scomimer pretends to be from
customar service s When someons
complainse about custormer serviceon
social media, the foke occount mes

them aski n# for their name, phane number
and ermail. if the user provides thisinfo, they
are directed to o foke we bsite where they
anter their login detoils. The ottocker can
thensteal their credentials orinfect their
device with rmohwone.

Review your privacy setlings @ Protect your personal information w@:‘
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Choose trusted download sources

Install anti-virus software
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