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suspicious ottempt ot being contacted via their mobile. Phone scoms are a common form of
cyber-attack where fraudsters engage directly with their intended victim through their
smartphone. As our phones carry so many sensitive (and therefore potentially valuable)

details about us, it's vital that trusted adults are alert to the tactics thaot scommers use to get

access to user accounts, personal dato and private information for financial gain.
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SMS phishing; or "smishing’ is one of the
most commaon forms of mobile-bosed
cyber-ottack. Smishing is when o
scommer texts thelr target, pretending to 4
be a reputable person or organisation.
They aim to trick the victim into
luggivlng sensitive dato such as bank
details and personal information, so
that they can then occess the target’s
bonk accounts and remove money.

IMPERSONATION ‘

Fraudsters olten Impersonate
someone olse to trick the victim into
actually transferring money directly,
They might clalm, for example, to be a
friend or relative using a different
numbaer who urgently needs funds.
Other common cons Include sending
fake texts informing the target that

t hove a pockage which requires o
fen to be dellverad, or that they have an
unpaid blil to sattle.

NUMBER SPOOFING

Hara, the scammar takes Impersonation
cons a step further by cloning the phone
number of a genuine company. So

whan the target receives a call or text,

¥
their phone recognises the sender's
number as legitimatel hilongirﬂio -«
Amazon, HMRT, the NHS or the DVLA
(who have all been Imparsonated in
these cons). This makes the scam far
harder to spot and the victim much
more inclined to comply.
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Attockars contact a targat, @
pr-t.nﬂlnq to work for :Eulr

employars’ IT support team.

They then advise them to download
sama softwara to flx ‘o technical lasue’

with thair device. in reality, howsver, the
saftware grants the scammers access to
the vietlm's private doto and sensitive
Infarmation. This con is more commaon
on desktop and laptop devices, but Is still
possible to accomplish on moblies,
EIM hijacking switches control = '
of a phone account from the -
victim's SIM card to ong In the
scammars’ ﬁnlnubﬂn. Criminals use
poersonal detajls pieced together from
soclal madia [birthday, address, Pll'l
name and 80 on) Lo pose as you, then
Inetruct your phone natwork to transfer
your number to their 8IM - giving them
access to all calls and taxts meant for you,
including one-time login passcodes.
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DO SOME DIGGING

If you've received a call or text asking for
epocific information, research the caller's
number. There are saveral websites that allow
you to enter o ne number and will then
display a nt information about it = thie
usually includes teedback and comments from
othar le, 80 you con sasily sea if that
particular number has been Implicated In
potential scams.

BREAK OUT THE TECH

Lote of anti-virus software now also cta
mobilles. Some anti-virus apps can detect

phizhing links in text messoges and alert ¢ L
ou to risk. Whan ‘ra out ond about,
ry not to use public WIFl for sensitive L)

tronsactions: it's far less secure than your
home WiFl network. inste dl;_mu cou
consider installing o UPN?\: al private
network ), which encrypts all data trovelling
to and from your phone.

7" Advice for pa
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TRY A CALL BLOCKER

N
If @ suspiclious call comes thmuqh on your
rnublll.P ou can manually block the 4 ®
number if you believe it to be dublous or o
nulsance caller, Alternatively, you could
congider installing a call blocker sarvice on
ur phone. They automatically stop calls gettin

hrough from numbars which have been re
as seuspicious, halting potentlal scammers in {
their tracks belore they can reach you.
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confidential Information to a caller you aren’t
sure about, contact the actual compa
mentioned to check if the call was genuine. If
they confirm that the call wos not made by thair
organisation, you should report it as a potential

cam via the Action Fraud website an
depending on exactly what information wos
ivuiged) consider invelving the police.
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| VERIFY THE SOURCE

- company’s
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BE WARY OF LINKS

¥ number asking
| report it os spam and do not o
link. One recant exomple ‘worned’ victims

Hever digclose confidential detalls to an J
individual or organisation you're unfamiliar

with. If the caller claimes to reprasent a

comp you trust but e sr-'-'lll ﬂlkll'l? l'nrlplrtnnnl
information or payment on an cutstanding
charge, end the conversation. Then find the
nuine number on a bill or on thair
website and call them directly to confirm i1 t
realily /s an Issue you need to address.

i you get a messoge from an unknown “
you to click on a link,

n the

they'd been exposed to the Omicron variant
un{rnnndud to click a link to buy a speciol test ~
only to find they had pald their money to
scommers. Links con also install malware onto
device, so always treat them with extreme coution.
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