At Matlonal Online Safety, we balleve in empowering parents, corers ond truested odults with the infarmation te hald an iInforrmed conversation about anline satety with thelr chilldren, should they
feed it | needed, This guids locuses on ane of many apps which we balieve trusted adults should be owors of, Please vielt www.natlonalondinesafety.corm far further guides, hinte and tips for odults

What Parents & Carers Nee-d tci Knowabout

FACEBOOK MESSENGER

Facebook Messenger is nication app through which
userscon exchongl messages and send phblos,sicers, and
Ernup:huts;_wﬂ i [t lotest addition, pOERATIN
ooms - can al,
the app had 35

the
Whereas
d"_"F"-“

\\ :
ADDICTIVE NATURE ) OVERSHARING PERSONAL INFO

Messenger's numerous features can N \ if the opp is given access 1o their device's
encourage children to spend more time on J e : ] photo library or location services, youl

the app = and therefore on their phone, eople can ally share sensitive
inereasing their levels of screen time. |t also nfermation (private photes, v their
invokes F {!hn Fear of Missing out), number or current whereabouts) with people
EIFIIII:&I"]I' 1] on Massenger who don't know. Even

older children, who w
almost certainly !Il]'ﬂ'ﬂ a high proportion of
their friends communicating via app.

among friends, shared photos or videos don't
always stay private: the recipient(s) could
save and ré-share them with others.
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The new Rooms feature lets Messenger users
hold video calls with up to 50 people. A you
person can join any room they see, but the er
people in these rooms don't even necessaril
need to be Facebook account holders. This live
streaming development heightens risk factors
around cy, security and the possibility of
exposure to Inappropriate content.
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il the Focebook profile which occompanles
their Messa r app Is set to public, there's

a ibll at you sople will recelve
e 1S bers Tores s

om ra| revealed that
mora than Mﬁgﬂﬁf 12-15-year-olds had
suffered such nega experiences online in the

preceding year.

" SECRET CONVERSATIONS

-t The Secret Conversations function lets
' Messenger users have en exchanges
that no-one else can read. Unlike regular chats
on the app, these can oniy be v on the
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o ow. Thers have previously been 2 avice used at the time. & can
reports of ng attempts on Facebook, also be set to delete once read [althou
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sngage children In conversation. chat privately with someone without record
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Advice for Parents & Carers (
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REPORT INAPPROPRIATE BEMAVIOUR  ADJUST PRIVACY SETTINGS ’."13 =

USE ADDITIONAL SECURITY

Messenger's App Lock feature uses i your child experiences anything negative Make your child's Messenger stories visible only
your child’s fingerprint or foca 1D to on Massanger, 1‘.¢u can help tham report it. wﬂ to their friends. Avoid adding your child's phone L
ensure that no else can access Facebook can then take action such as W number (so they can‘t be found by someona .
their messages wi ut parmission. disabling the offender's account, limiting using thair number to search for t , and not
” Hnnan?ar has also ad a variaty of thair abil to send messages or blockin sync c cts lets your child choose who to
optional tools to increase \rnung peopla‘s them from contacting ruur child again. | add (er not) individually. Via Settings, you can
safety on the app, including two-factor ur child doasn't want to display to others control who appears in your child's chat list, who 5
= guthantication, in alerts and filterad hat they're online, they can switch off into the message requast folder and who

E::’.tmntuct your child at all.
ENCOURAGE SAFE SHARING

Ensure your child knows to send pictures and
videos only to family and trusted friends, and not
to publ share images which compromise their
location (showing a landmark near home or
clothing with identifiable logos, like a school or
local elub crest). Encourage them to pause before

message requests. Active Status in the app’s settings.
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DISCUSS LIVE STREAMING

Talk with ruur child about safe and secure
video call na. When setting up calls on
Messenger Rooms, only invite le who
f:"" child knows and trusts. § thermn how
lock a reom if they don't want other people
joining — and how to remove anyone th on't

REVIEW THE CHAT LIST

. Some parents regularly check their
| children’s Messenger conversations (to see
‘ whao they're talking tg, rather than what
they're talking abouﬁ. While this is certainly
safe, it can seem intrusive. If approached in
a sensible, colloborative way, however, it can

help parents and carers to keep an eye on want on the call. Remind them about bahavi :hqrin% un\rthintg — if there's a chance it gould
exactly who their child is communicating with. responsibly during a live stream, even if it's with harm their reputation (or someone else’s), don't
people they know, send it
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